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LESSONS LEARNED (LL) CAPABILITIES AS PREREQUISITES FOR 
SUSTAINED AND CONTINUOUS IMPROVEMENT OF UKR ARMED 
FORCES (AF) TECHNIQUES, TACTICS AND PROCEDURES (TTP’S) 

FOR FUTURE NATO INTEROPERABILITY 
 
National LL capability is the key for future development of AF towards 

interoperability within greater military institutions like NATO. Learning and 
adapting from your own experience and the integration of knowledge towards 
learning institutions as well as field units are key for integration, development 
and up to date TTP’s on all current challenges and future developments. Any LL 
effort will depend on what the organization is trying to achieve and its level of 
resourcing.  
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«A Lessons Learned capability provides a commander with the structure, 
process and tools necessary to capture, analyse and take remedial action on any 
issue and to communicate and share results to achieve improvement». 

In order to achieve sufficient LL capability, a structure has to be established 
and to be accepted by the whole organization.  

The key elements of the LL capability are Structure (skilled and dedicated 
LL personnel allocated to adequate posts within the organization), Process (A 
common LL process to develop a lesson, to include sharing and utilizing it 
appropriately) and Tools (technology to support collection, storage, staffing and 
sharing of LL information). 

The foundations of the LL capability are Mindset (a desire to incorporate 
learning from others into all aspects of work as well as the confidence and trust to 
share own learning with others) and Leadership (timely and effective decision 
making throughout the LL process, an emphasis on the value of the LL capability 
to the organization and the creation of a safe environment where learning can 
flourish). 

Critical success factors for  a  LL capability  are  Leadership (leaders need to 
actively engage in their LL capability and prioritize resources to ensure that 
changes happen and lessons get learned), Mindset (a desire to improve and 
willingness to share information and take into account the information received 
from others), Information Sharing (a key issue with information sharing is 
information assurance: the LL information that we submit and receive from the 
LL capability needs to be trustworthy) as well as Stakeholder Involvement (All 
of us need the opportunity to influence how organizations will change in response 
to lessons identified). 

All organizations must learn to adapt and change. Positive and negative 
experiences can both contribute to effective and beneficial change. LL processes 
and capability can be established on all levels and on all institutions even on a 
short notice to enable change. Most effective are structures and systems on a 
greater scale. Parallel systems are ineffective and lead towards blind spots and 
grey areas. Aiming for UKR AF institutional LL capability could be the most 
effective way ahead. 
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AUSRÜSTUNG UKRAINISCHER PANZERN MIT MODERNEM 
WARMBILDGERÄTEN 

 
Ausrüstung von Kampfpanzer mit (modernen) Wärmebildgeräten befähigt ihn 

zum Feuerkampf bei Tag und Nacht, eingeschränkter Sicht und anderen 
Umwelteinflüssen wie Staub oder Nebel und ermöglicht die schnellere 
Zielerkennung und –  Identifizierung und führt zur Steigerung der Effektivität im 
Feuerkampf. 

Die verwendeten Kampfpanzer im Rahmen des Operationsraumes  
Antiterroristenoperation im  Osten der Ukraine nutzen veraltete optische 
Einrichtungen im Zusammenhang mit der Verwendung von Infrarotstrahlern, 
dessen baulichen  Eigenschaften parallel zu erhöhten Aufklärungsraten durch den 
Feind führen. Die derzeitigen Fähigkeiten zur Zielaufklärung bis 600m bei Nacht 
oder eingeschränkter Sicht entsprechen nicht mehr den heutigen Bedürfnissen.   

Die oben beschrieben Eigenschaften führen zu einer Unterlegenheit 
gegenüber den gängigen Kampfpanzer des Feindes (z.B.: T-72B3), dessen 
Fähigkeiten zur Zielerfassung und Aufklärung mit Wärmebildgeräten in 
Entfernungen von 2500-3000m bei Nacht und eingeschränkter Sicht liegen. 

Zur Erhöhung der eigenen Fähigkeiten der Panzermodelle T-64B-, T-64BV-, 
BM-Bulat-, T-80B-, T-80UD-, T-72B sollten diese mit Wärmebildgeräten 
modernisiert werden. Dabei können einheimische  Produktreihen verwendet 
werden. Die gleichzeitige Ausstattung mit Wärmebildgeräten und 
Laserentfernungsmessern ist dabei anzustreben. Die Fähigkeiten zum Kampf bei 
Nacht und eingeschränkter Sicht sind zu erhöhen. 
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Fedor B.S. 
Yunda V.A., Ph.D. 

NAA 
Fedor V.B. 

IPSC 
 

PROJECTILE THEORY FOR RAPID TRAJECTORY PREDICTION 
 

In some smart weapons, estimation of the impact point of the shell at each 
computation cycle of the control law is an integral part of the control strategy. In 
these situations, the impact point predictor is part of the imbedded computing 
system onboard the projectile. Practical considerations dictate that the impact 
point predictor yield rapid yet reasonably accurate estimates. Common methods 
for rapid trajectory prediction are numerical integration of point mass dynamic 
equations and evaluation of approximate closed-form solutions of the rigid-body 
projectile dynamic equations. These methods are shown to exhibit poor impact 
point prediction for long-range shots with high gun elevations characteristic of 
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smart indirect re munitions. Through modi cations of projectile linear theory, a 
rapid projectile impact point predictor is proposed that eliminates the accuracy 
problems of the other methods while preserving low computational requirements. 
Typical results are provided for a short-range trajectory of a direct re n-
stabilized projectile and a long-range trajectory for an indirect re spin-stabilized 
round to substantiate these claims. 

This work establishes a method for rapid and accurate computation of the 
trajectory of a projectile. Several other accurate methods exist for rapidly 
constructing projectile trajectories when the weapon is red at low gun elevation 
angle. However, all existing methods exhibit relatively large trajectory errors for 
high gun elevation shots typical for indirect re weapons. The modi ed projectile 
linear theory trajectory generator reported here should prove useful to smart 
weapon ight control system designers requiring real time in ight impact point 
estimates to determine control action. 

 
Zvonko ., Ph.D. 

Didichenko . 
NAA 

 
ENHANCING THE EFFICIENCY OF COMBATING WITH UNMANNED 

AERIAL VEHICLES USING CONTRBATTARY COMPLEX ARK-1M 
 

Based on the analysis of trends in the development and use of unmanned 
aerial vehicles (UAVs) and their widespread use, it becomes apparent that in 
today's and future military conflicts there is a need for specialized radar vehicles 
that have the appropriate tactical and technical characteristics and are capable of 
providing radar reconnaissance of small-scale UAVs, as well as in search of new 
capabilities for the detection and guidance of Ground Forces Air Defense Forces 
currently in service. 

At the same time, in Ukrainian Armed Forces there is contrbattery complex 
ARK-1M, which is set up to arrange for artillery mines to be detected in the flight 
for further determination of the coordinates of fire positions or dropping points of 
mines (shells) for adjusting artillery firing. ARK-1M radar equipment systems 
allow you to determine the position of the target in space in the direction, angle 
and range at a certain point in time.  

The above sets out to use the ARK-1M complex to guide the anti-aircraft 
defense systems of the 9A33BM "Osa" and 2K22 "Tunguska" as a targeting 
station  in  order  to  narrow  the  search  sector  in  space  in  horizontal  and  vertical  
planes. This will further allow the capture of the goal by the station or the TV-
optical visor of the air defense weapons. 

Thus, the analysis of the capabilities of the counterbattery complex  
ARK-1M made it possible to formulate recommendations for the  
guiding of anti-aircraft defense weapons at the enemy's UAVs and their 
destruction, which ultimately increases the effectiveness of combating them. 
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Nastishin Yu.A., Dr. Sci., Senior Research Fellow 

NAA 
 

SENSORS BASED ON ZnO NANOSTRUCTURES FOR EXPLOSIVES 
TRACE DETECTION 

 
Nowadays, because of Russian aggression, the problem of terrorist acts, 

especially those performed with homemade explosives, becomes a big challenge. 
Pocket-size portable devices for detection of explosive traces, capable for 
continuous monitoring of multiple threats, currently are not available in the world 
and, thus, their development is in great demand. Most of known explosive 
materials contain chemical substances such as nitrates (trinitrotoluene, 
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dinitrotoluene, pentaerythritol tetranitrate etc.), chlorates and peroxides 
(triacetone triperoxide and hexamethylene triperoxide diamine) . 

Lab-fabricated resistive sensor of hydrogen peroxide and ammonia vapors, 
reported here, is assembled of a glass substrate, two silver contacts and a sensing 
layer of ZnO nanostructures, electrochemically deposited from an aqueous 
solution. The sensor properties were investigated at T= 293 K in a sealed 
chamber with a capillary for supplying of a probed substance. Under influence of 
hydrogen peroxide vapors (100 ppm) the sensor resistance decreased in 12.5 
times; its response time was measured to be 175 s. Comparable concentration of 
ammonia leads to significant increase of the sensor resistance (3 times); the 
sensor response time in this case was equal to 50 s. The recovery time for both 
sensors was estimated to be about 5 minutes. We, thus, are led to claim that ZnO 
nanostructured film is a promising material for detection of explosive traces and 
fabrication of portable detectors on its basis. 

 
 
Kapustianyk V.B., Dr. Sci., Professor 

Vankevych P.P.  
Ivan Franko Lviv National University 

Chernenko A.D., PhD  
NAA 

 
 

INFORMATION ALARMING SYSTEMS EMBEDDED IN THE 
MILITARY EQUIPPING 

 
 

Recent studies have shown that fiber-optic elements connected with light 
sensors integrated into military equipment and protective ammunition can be used 
to diagnose numerous dangerous situations during real-time combat operations. 
These risks are related to the possibility of using the chemical and biological 
weapon, concentrated heat fluxes with elevated temperature, local electromagnetic 
fields on the ground, and the actions of other types of sources of different physical 
nature used by the enemy. The developed sensors consist of complex fiber-optic 
systems, which are equipped with multifunctional, facing materials and can detect 
and reflect different environmental conditions. These can be thermosensitive 
chromogenic materials, chemical or biological agents imposed on fiber polymers, 
etc.  

Parameters and characteristics of the sensors can vary in a wide range, which 
makes it possible to integrate them into the textile of combat uniform. Based on the 
modular system approach, such sensors can be integrated into the military uniform 
from head to toe, and into separate elements of combat equipment for a military 
person. To implement the integrated fiber-optic warning systems, a number of 
theoretical and experimental studies are conducted. One of the important tasks is 
the selection and adjustment of characteristics of available multifunctional materials 
for these purposes. 
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Shchudlyk O.Y., The fourth clinic of Lviv 
Vankevych P.I., Dr. Sci in Techn., Senior Research Fellow  

NAA 
 
 

PROBLEM QUESTIONS AND DIRECTIONS OF DEVELOPMENT 
MILITARY MEDICINE 

 
 

During combat operations, the basis for maintaining of the health and combat 
capability of a serviceman is the timely provision of first medical care in case of 
injury, contusions, trauma or a disease. Therefore, the skills and abilities to perform 
first in-time assistance in the field of battle are of the importance, which is not less 
than the ability to conduct military action as such. In the absence of a military 
medical assistant or doctor, if a soldier is not ready to perform the first aid, it might 
result in mistreatment, which might be even worse than the absence of the aid. 
Wrong actions, as well as inactivity, in such circumstances cost leads not only to a 
durable loss of combat capability, but in a worse case to the loss of life. 

Providing personnel of the army units with a kit for individual medical 
protection and practical training for the correct use of it is an important step in the 
set of protective actions aimed to minimize the risks accompanied by the wounds in 
emergency situations at peace and war time. Providing the first medical care for the 
wounded person in the first half hour, even when delaying the main medical 
treatment, reduces the cases of death by 3 times. 

Use of personalized medical kits during the antiterrorist operation showed what 
drugs and medications need to be included in the kits and how to use them.  

 
 

Korolev V.M., d. .w., prof. 
Luchuk E.V., k. .w. 

Zhyvchuk V.L., k. .w. 
Zaec J.G. 

Stegura S.I. 
NAH 

 
VERWENDUNG VON GEORÄUMLICHEN INFORMATIONEN 

FÜR DIE ZIELBESTIMMUNG GEPANZERTEN MASCHINEN 
 
 

Die Umsetzung der Aktivitäten der militärischen Leitungsgremien aller Ebenen 
der geographischen Informationssysteme und technologien ist einer der 
Bestandteile der "Grundlegende Richtungen der Entwicklung von Rüstungen und 
militärischer Ausrüstung für die Langzeitperiode". Insbesondere können die 
georäumlichen Information weitgehend zum Zwecke der Verteilung von 
Militärfahrzeugen verwendet werden. 

Es ist bekannt, dass während der gezielten Teilung, während der Kontrolle von 
Feuerwaffen, ein Teil der Kampffahrzeuge, die für die Zielbestimmung geeignet 
sind, unter den Bedingungen des Geländes, in der "Schattierungs" Zone zum Ziel 
sein kann. Um unter ihnen so zu identifizieren, dass zu einem vernünftigen 
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Zeitpunkt (der die Anforderungen des Zyklus des Kampfmanagements erfüllt) in 
der Lage ist, auf die Linie der direkten Sichtbarkeit mit dem Ziel vorzudringen und 
dadurch den Mangel an Kampffahrzeugen zu reduzieren, die für die 
Zielbestimmung geeignet sind, ist aktuell. 

Wie Sie wissen, werden die Koordinaten des Ziels durch Aufklärungs- und 
Beobachtungseinrichtungen, eigenen oder leitenden Kommandanten bestimmt. Es 
ist ganz natürlich, dass für ein Teil der Maschinen der Einheit dieses Ziel nicht in 
der Zone der direkten Sichtbarkeit sein wird. Um solche Maschinen mit dem 
ArcGIS Geoinformationssystem (GIS) zu erkennen (vorausgesetzt, dass GIS und 
das Navigationssystem auf allen Kampagnenfahrzeugen der Einheiten installiert 
sind) definieren wir die "Schattierungszone" vom Ort des Ziels. 

Durch die Durchführung der entsprechenden Berechnungen finden wir diese 
Kampffahrzeuge aus der "Schatten" -Zone, die ihrer Grenze am nächsten liegt. Als 
nächstes berechnen wir für bestimmte Kampffahrzeuge die Zeit der Nominierung 
im Bereich der direkten Sichtbarkeit des Ziels. Diejenigen, die in der Lage sind, 
sich innerhalb einer angemessenen Zeit mit dem Ziel in die Zone der direkten Sicht 
auf das Ziel zu bewegen, gehören in die Liste der Maschinen, die für die 
zielgerichtete Verteilung geeignet sind. 

Die Methode zur Bestimmung von "schattigen" Maschinen, die in der Lage 
sind, die "Schattierungszone" auf die Linie der direkten Sicht auf das Ziel zu 
verlassen, wird für eine angemessene Zeit vorgeschlagen. 

 
 

Zavackiy O.B., CMS, SRF 
CSRI AFU 

Luchuk E.V., CTS, SRF 
NAA 

 
INFORMATION-COMPUTING TASK OF EFFECTIVENESS 

ESTIMATION OF RADIO JAMMING OF THE ENEMY RADIO 
COMMUNICATION 

 
In order to increase the validity of decision making process by the commanders 

of different command levels appropriate operational and tactical calculations are 
carried out by headquarters during the planning of operations. Some calculations 
sometimes require a lot of time. To increase the efficiency of carrying out the 
relevant operational and tactical calculations various information-computing tasks 
(ICTs) that are developed using special software or Microsoft Office applications 
are used. 

Developed ICT is designed for effectiveness estimation of radio jamming of the 
enemy radio communication in the interests of enemy command disorganization. 
The working version of the ICT is developed directly in the Microsoft Office Excel 
application using logical, mathematical and text functions, selected from the 
functions library of the application. The task provides calculation of: 

specific measures, in particular the number of deployed radio control networks 
(radio directions) established at the enemy command posts (CPs) in frequency 
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bands, the number of jammed radio networks (radio directions) of the enemy, both 
with and without taking into account the results of the enemy CPs fire damage; 

generalized measures - the degree of enemy radio communication jamming, the 
depth of the radio communication jamming zone. 

In order to effectiveness estimation of the enemy radio communication 
jamming in the ICT the whole distribution of electronic warfare means is carried 
out at the enemy radio communication directions (execution of the typical task of 
linear programming "tasks about the appointment"). The efficiency of the ICT is 
confirmed during a numerical experiment for the selected variant of the initial data. 

Thus, the developed ICT allows to estimate the effectiveness of the enemy radio 
communication jamming in different options for future action and significantly 
reduce the time for execution of operational and tactical calculations. In order to 
simplify the usage and display of the results the ICT developed in windows of the 
Microsoft Office Excel application and can be used by the headquarters of all 
command levels of the Armed Forces of Ukraine. 

 
 

Nastishin Yu. ., Dr. Sci., Senior Research Fellow  
Vankevych P.I., Dr. Sci., Senior Research Fellow  

Ivanyk E.G., PhD, Senior Research Fellow 
NAA  

Lychkovskyy E.I., PhD, Associated Professor 
Danylo Halytskyi Lviv National Medical University 

 
INDIVIDUAL ALARMING SYSTEMS FOR MILITARY PERSONNEL 

 
Development of modern technologies opens new opportunities for equipping of 

military personnel with miniaturized smart devices for their protection from 
external dangers and for first medical aid. It is clear that new equipping accessories 
of such applications must be of size and weight as small as possible, taking into 
account that in combat conditions the military personnel is already overloaded with 
combat equipment. It is important also that such new additional equipment should 
occupy the attention of its holder to a minimum to not interfere with the main 
performed task. For this such miniature devices must be WiFi-connected to a local 
service center, which performs pre-selection, analysis of the received information 
and producing of recommendations in a form of sound or light signal, sent to a 
given person. Armies of developed countries, NATO members in particular, 
employ such possibilities in their full spectrum. Taking into account Russian 
aggression against our country and the present state of the equipping of Ukrainian 
Army it is understood that we are far from such modern combat equipping. 
Nevertheless it does not imply that we have to consider such possibilities as 
impossible. Just the opposite, one needs to review research and business literature 
for tracking any new device, which can be used for protection of military personnel. 
It turns out that usually such devices are oriented on mass-production and appear to 
be of low cost. 
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Nastyshyn S.Yu.  
Lychkovskyy ., PhD, Associated Professor  

Danylo Halytskyi Lviv National Medical University 
Ilkiv I.M., PhD, Associated Professor 

NAA 
 
 

INDIVIDUAL EQUIPPING FOR MONITORING OF THE MEDICAL 
STATE OF A MILITARY PERSON IN COMBAT CONDITIONS 

 
Review of current research literature, shows that the equipment of a Ukrainian 

military serviceman needs to be improved by innovative devices, including those 
capable for performing of medical analysis of the state of a military serviceman. 
Devices for monitoring of the health of military personnel must be compact, be of 
high functionality, be easy in use and supposes to imply the possibility of remote 
analysis of the data, which is extremely important especially in combat conditions. 
For the implementation of the item "compactness" devices are proposed to be 
embedded in the form or accessory equipment. The term "high functionality" means 
the use of one device for measuring of several parameters needed for the diagnosis 
of a functional state of the body of a military. Remote analysis of the obtained data 
is provided by communication via a smartphone with installed programs, which 
interprets the data and produces recommendations for first aid treatment and 
recovery of the military under combat conditions. Also, such devices can 
communicate with a military doctor's smartphone, who might be currently unable to 
inspect the medical state of the person, directly. 

For the blood diagnosis of the military, a smart-watch can be offered. Such a 
watch was patented by Google; per se it is a mini-laboratory capable for performing 
of blood tests and measuring of the blood pressure, pulse and many other 
parameters. 

 
 

Ryzhov Y.V., Ph.D., 
Sakovych L.M., Ph.D., Senior Research Fellow, 

Vankevych P.I., Dr. Sci., Senior Research Fellow, 
Yakovlev M.Yu., Dr. Sci., Senior Research Fellow, 
Nastishin Yu.A., Dr. Sci.,  Senior Research Fellow 

NAA, 
Boruts H.Y. 

Central district hospital in Zhovkva  
 

MINIMIZATION OF REQUIREMENTS FOR  
MEASUREMENT INSTRUMENTS AT METROLOGICAL 

SERVICE OF COMMUNICATION TOOLS 
 

A communication tool (CT) during its functioning can be in different states 
(service/out-of-service; normal/limited, stable/with-perturbations, reliable/limited-
reliability/non-reliable functioning, etc.). Identification of the technical state of a 
CT is performed basing on quantitative testing parameters, collected with 



 3 
 

110 

measuring instruments (MI) prior to the main measurements or during metrological 
service.  

A method for determination of a minimal value of probability of correct 
estimation of measurement results (PCEMR) using an algorithm of arbitrary form is 
developed.  

It’s said that the novelty of the method is in the application of methods of 
technical diagnostics to the metrological service of communication systems. 
Namely, metrology and technical diagnostics are related through the fact, that the 
PCEMR, performed with a MI governs the value of the average time for 
determination of technical state of a CT. Derived equations increase up to 68% the 
accuracy of estimation of mathematical expectation of a deviation from the true 
value, which characterizes the technical state determined at the metrological service 
of a CT. To illustrate the capability of the method we check whether the digital 
multimeter Keithley 2000 as a MI is a correct choice for determination of the 
technical state of a controlling operational subsystem of a high-power transmitter. 
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Kulagin K.K., c.t.s., s.s.s. 
KNAFU 

Martsinko N.M. 
NAA 

 
THE SYSTEM LIFE CYCLE MANAGEMENT OF DEFENCE PRODUCT IN 

UKRAINE: THE CURRENT STATE AND PROSPECTS 
 

Understanding that all creatures and material systems have a certain life cycle 
is deeply rooted in history of humanity. But the ability to effectively manage the 
lifecycle, increasing its duration and reducing the spending of resources appeared 
only a few decades ago. lifecycle management philosophy was developed by 
system and software engineering, and was realized through a series of 
international standards and specifications. 

NATO standardization experts have begun to use these tools and bring the 
best world achievements in the relevant NATO standards. They actively apply 
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lifecycle management technology in conjunction multinational projects  
(for example, NATO Helicopter NH90 Design and Development Production and 
Logistics Management Project, NATO Airborne Early Warning and Control 
Programme "Alliance Future Surveillance and Control (AFSC)", Airbus A400M 
Multi-national Turboprop Military Transport Aircraft Project, Eurofighter 
"Typhoon" Multirole Fighter Aircraft Project, "Galileo" European Global 
Navigation System  Project its.). 

Cooperation between the Ministry of Defense of Ukraine, the General Staff of 
the Armed Forces of Ukraine and working groups of the Conference of National 
Armaments Directors (CNAD) NATO in the field of life cycle management of 
weapons and military equipment (WME) and material standardization lasted 
almost five years. 
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